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Notice of Privacy Incident –  January 24, 2019  
 
The City of Philadelphia’s Department of Behavioral Health and disAbility Services 
(“DBHIDS”) offers a comprehensive range of behavioral health services to Philadelphia 
residents, including operating a 24-hour call center to assist people and their families with 
behavioral health crises. 
 
On November 26, 2018, DBHIDS learned about a privacy incident affecting some individuals 
served by its crisis call center. Earlier that day, an employee lost a bag on public transit that 
contained records of approximately 20 calls received by the center from November 19 to 24, 
2018.  The records were partially-completed 302 forms (applications for emergency evaluation 
and treatment) which may have included personal information such as: name, address, date of 
birth, social security number, mental health diagnosis, and description of the crisis for 
which the call was made. 
 
Although we have no reason to believe this information was misused in any way, we are 
obligated to inform individuals who may have been affected by this incident. DBHIDS is posting 
this substitute notification because it does not have sufficient contact information to notify each 
affected individual. If you believe you may have been affected by this incident you may call 
the DBHIDS HIPAA Privacy Officer toll-free at 1-888-858-1748.   
 
We sincerely apologize for this incident and the concern it may cause you.  The privacy of our 
clients’ information is very important to us and we will continue to do everything we can to 
protect it.  Immediately upon learning of this incident, we notified transit authorities so that they 
could search for the lost items. As a result of this incident, we have provided further training to 
the employee involved and have reviewed our practices to identify ways to prevent similar 
situations from occurring in the future. 
 
DBHIDS encourages all of its clients to routinely remain vigilant against incidents of identity 
theft and fraud by regularly reviewing your bank account and credit card statements and 
monitoring your health insurance explanation of benefits forms for suspicious activity. If you are 
concerned, you are encouraged to take the following steps: 
 

1. Get a copy of your credit report. Under U.S. law, you are entitled to one free credit report annually from 
each of the three major credit reporting bureaus. To order your free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. If you have any questions regarding your 
credit report, please contact any one of the agencies listed below: 
 

Equifax Consumer Fraud Division 
P.O. Box 740256 
Atlanta, GA 30374 
1-888-766-0008 
www.equifax.com  

Experian 
P.O. Box 2002 
Allen, TX 75013 
1-888-397-3742 
www.experian.com  

TransUnion 
P.O. Box 2000 
Chester, PA 19106 
1-800-680-7289 
www.transunion.com 
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2. Place a fraud alert or security freeze. If you see suspicious activity, you can ask any of the agencies listed 
above to place a “fraud alert” on your file that alerts creditors to take additional steps to verify your identity 
prior to granting credit in your name. You may also ask the agencies to place a “security freeze” on your 
credit report, which prohibits the credit agency from releasing any information from your credit report 
without your written authorization. For more information, contact the agencies listed above. 
 

3. Find more information. For more information on actions you can take to protect yourself, you can visit the 
website of the Pennsylvania Office of Attorney General at: www.attorneygeneral.gov/protect-
yourself/identity-theft or the Federal Trade Commission at: www.consumer.ftc.gov.  

  
If you have any questions or concerns about this incident, please contact us at: 
 

Department of Behavioral Health and Intellectual disAbility Services 
Attn:  Jeffrey Orlin, HIPAA Privacy Officer 
1101 Market Street, 7th Floor 
Philadelphia, PA  19107 

            1-888-858-1748 
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